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Cryptographic Voting Systems  

ÅDue to repeated failures and detected vulnerabilities in both 
electro-mechanical and electronic voting machines, voters have 
somehow lost faith that the outcome of a poll always represents 
the true will of the electorate. 

ÅEven more uncertain is electronic voting over the Internet which 
is potentially prone to coercion and vote-selling (this doesnót 
seem to be an issue in Switzerland). 

ÅManual counting of paper ballots is not really an option in the 
21st century and is not free from tampering either. 

ÅModern cryptographic voting systems allow true end-to-end 
verification of the complete voting process by any individual 
voter, without  sacrificing secrecy and privacy.  

 

Summary: 
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E-Voting in my home town Schlieren 

 

 
Hidden PIN 

ĂInternet -based voting does not have to 
be more secure as voting per snail mailñ 

Justice Department of the Canton of Zurich 
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[In] Security Features 

 

 
 ??? 

 

Protection from 
Man-in-the-Middle 

attacks 
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E-Voting Website 
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Voter Login 
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Ballot (PHP Form) 
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E-Voting in my home town Schlieren 

 

 
PIN 
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Voter Authentication 
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Transmission Receipt 
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Conclusion 

 

So what? 

ĂYou are not allowed to know. The exact transaction 
processing is kept secret due to security reasonsñ 
 
Justice Department of the Canton of Zurich 
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Traditional Chain-of-Custody Security 

 

 

 

 

 

 

Tallying 

Source:  Ben Adida, Ph.D. Thesis 2006 

Software Verification 

Sealing 

Verification by proxy only 
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Desirable: End-to-End Verification by Voter  

 Source:  Ben Adida, Ph.D. Thesis 2006 

 

 

Secrecy? 

Privacy? 
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End-to-End Auditable Voting System (E2E)  

ÅAny voter can verify that his or her ballot is included 
unmodified in a collection of ballots.  

ÅAny voter (and typically any independent party 
additionally) can verify [with high probability] that the 
collection of ballots produces the correct final tally.  

ÅNo voter can demonstrate how he or she voted to any 
third party (thus preventing vote -selling and coercion).  

 Source:  Wikipedia  
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Solution: Cryptographic Voting Systems  

 Source:  Ben Adida, Ph.D. Thesis 2006 

A B C 

A 

B 

C 

Threshold Decryption 

ElGamal / Paillier 

Homomorphic 

Tallying 

Mixnet 

Tamper-Proof 

Bulletin Board 


