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DNS Resolution via Recursive Nameserver

The Internet
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ISP’s local
recursive nameserver

non-authoritative answer
(from cache)

1P « 8.7.25.94

user’s PC
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DNS Request

« 32 bits »

IpP

src IP = 68.94.156.1 *———dnsri.sbcglobal.net
dst IP = 192.26.92.30 - c.gtld-servers.net

o | src port = 5798 dst port = 53
[}
o
= s ol [H] |
|» Question count = 1 \ ———RD=1 - recursion desired
- 0P=0 - standard query
C — | QR=0 - this is a query
|

Qu| What is A record for www.unixwiz.net?
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DNS Response

32 bits

[

IpP

}

src IP = 192.26.92.30

*———c.gtld-servers.net

dst IP = 68.94.156.1 -—

~~dnsri.sbcglobal.net

src port = 53

dst port = 5798

_~0R=1 - this is a response

ubp

et 1 AA=0 - not authoritative

QID = 43561

=F

Question count = 1

—1—— RA=0 - recursion unavailable

| » Authority count = 2

Addl. Record count=2

Qu| What is A record for www.unixwiz.net?

—

unixwiz.net NS =(linux.unixwiz.net 2 dy \

b et 85 ~(-mboeizet)

2 dy

Au
u
Ad m’m A = 64.170.162.98 1 hr
ad

p—
cs.unixwiz.net

A = 8.7.25.94 1 hr

Glue Records

T
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Simple DNS Cache Poisoning

The Internet

| Root/GTLD Servers

d

BankOfSteve.com network

ns1.bankofsteve.com

®Qw=1ooo
IP for www.bankofsteve.com ? R
p »
®QID-1ooo
referral to nsi.bankofsteve.com
N
3 ®
S IP for www.bankofsteve.com ? Y
£ e
S
P QID=1001
g O® - 1011
= —_—
bl -
Flood of
@ Forged answers:
v v IP = 10.9.9.99

0101000 - mismatch

lQ(D-xooxlr success!

victim

~ www.bankofsteve.com

(L

Bad guy’s network

fake
wwni.bankofsteve.com

nameserver 1D=1002 -

mismatch

@M.bankofsteve.cm is 10.9.9.99

Bad guy client

@1 for waw.Bank0fSteve.com?
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test. badguy.com?

Guessing Query ID and UDP Source Port

The Internet
@17 for test.badguy.com? N
il | Root Server
( @ refernl to next server...
Bad guy’s network

1P for test.badguy.com?

®]  ns.badguy.con

victim
recursive
nameserver

@1 for

1P = XXXX

DNS client

>

e o0
o
Src Port l )
=
LY o
v
Query 10 | 4
o
Q=test.badguy.com
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The Internet
@QlD:lOOO
IP for www12345678.bankofsteve.com ? 3
”| Root/GTLD Servers
@Qlo=1ooo
referral to nsi.bankofsteve.com
QID=1001 Bank0fSteve.com network
1P for www12345678.bankofsteve.com ?
- “] _ns1.bankofsteve.com
QID=1001 I@
S| wi12345678 .bankofsteve.com A?
2| (enpty)
2|bankofsteve.com NS ns1.bankofsteve.com
2|ns1.bankofsteve.com A 10.1.1.1
Bad guy’s network
® 1P for www12345678.bankofsteve.com ?
- (£ @ Answer = (doesn’t matter) ns1.badguy.com

QID-1000 - mismatch
[GT0=3001] - success!
QID=1002 - mismatch

Authoritative for:
badguy.com and
bankofsteve.com

Bad guy client

victim
nameserver

@ QID=XXXX

wnin12345678.bankofsteve.com A?

bankofsteve.com NS ns1.bankofsteve.com
7

3
£/ (enpty)
2
2

ns1.bankofsteve.com A 10.9.9.98 _~

@ Answer = (doesn’t matter)
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@ 1P for www12345678.Bank0fSteve. con?

From Steve F r i e lflustbased Guide to the Kaminsky DNS Vulnerability:
A http://unixwi-kammsky-dhg-velchml i ps/ i gui de

Counter Measures:
ARandomization of 16 bitQuer y | Dvalue)s 6 53 6

ARandomization of UDP source ports
(Microsoft's updated DNS server preallocates 2,500 UDP ports resulting
in 656536 * 2500 = 16368406000 combinations)




DNS Root Servers
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IPv4 IPv6 Operator #
A | 198.41.0.4 2001:503:BA3E::2:30 | VeriSign Inc. 4
B [ 192.228.79.201 | 2001:478:65::53 Information Sciences Institute, USC 1
C|192.33.4.12 = Cogent Communications 6
D | 128.8.10.90 = University of Maryland 1
E | 192.203.230.10 | - NASA Ames Research Center 1
F | 192.5.5.241 2001:500:2F::F Internet Systems Consortium Inc. 49
G |[192.112.36.4 = US DoD Network Information Center | 6
H | 128.63.3.53 2001:500:1::803F:235 | US Army Research Lab 1
I{192.36.148.17 | 2001:7FE::53 Autonomica/NORDUnet 34
J | 192.58.128.30 | 2001:503:C27::2:30 | VeriSign Inc. 70
K| 193.0.14.129 2001:7FD::1 RIPE NCC 18
L | 199.7.83.42 2001:500:3::42 ICANN 3
M| 202.12.27.33 2001:DC3::35 WIDE Project 6

Total number of servers:

] Andreas Steffen, 28.11.2011, 12-DNSSEC.pptx 8

Most root server operators are running hosts at multiple global locations that are
reachable via optimized anycast routing.




Global Map of Root Servers
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@ > E » switch.ch.

— root DNSKEY (KSK)
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* root DNSKEY (ZSK) 3
KSK/ZSK
ch. DS .L—> ch. DNSKEY (KSK)
Zsk @&  ch. DNSKEY (ZSK))
KSK/ZSK ¢
‘ switch.ch. DS .F> switch.ch. DNSKEY (KSK)
ZsK @& | switch.ch. DNSKEY (ZSK) :
KSK/ZSK
‘ switch.ch. NS ns1/ns2 l
Zsk g
‘ www.switch.ch. A x.x.x.x l
* explicit import e.g. via trusted web site Z5K "
. Andreas Steffen, 28.11.2011, 12-DNSSEC.pptx 10
Abbreviations:
KSK Key Signing Key
ZSK Zone Signing Key
DNSKEY DNS Public Key Resource Record
DS Delegation Signer Resource Record
NS Name Server Resource Record
A Address Resource Record

Key and Signature Strength
A KSK: 2048shit RSIA key with a validity of 2-5 years
ZSK: 1024ditRSKA key with a validity of 90 days

Hash al gor i t hm-1lfwthrtendencgtomardsuSHA256 S HA
Val idity 1»30daysi gnatur e:
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DNSSEC Standards

ARFC 4033 DNS Security Introduction and Requirements

ARFC 4034 Resource Records for the DNS Security Extensions
ARFC 4035 Protocol Modifications for the DNS Security Extensions
ARFC 4641 DNSSEC Operational Practices

ARFC 5155 DNSSEC Hashed Authenticated Denial of Existence

ARFC 5702 Use of SHA-2 Algorithms with RSA in DNSKEY and RRSIG
Resource Records for DNSSEC
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