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12   DNS Security Extensions 

      Å DNS resolution via recursive nameserver 

      Å DNS request/response format 

      Å Simple DNS cache poisoning 

      Å The Dan Kaminsky DNS vulnerability 

      Å DNS root servers 

      Å DNSSEC chain of trust 

      Å DNSSEC resource records:  DNSKEY, RRSIG, DS, NSEC, NSEC3 

      Å DNSSEC root zone signing 

      Å DNSSEC deployment 
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From Steve Friedlós Illustrated Guide to the Kaminsky DNS Vulnerability: 

 Å http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html 
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From Steve Friedlós Illustrated Guide to the Kaminsky DNS Vulnerability: 

 Å http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html 

 

Counter Measures: 

 Å Randomization of 16 bit Query ID (65ó536 values) 

 Å Randomization of UDP source ports 

   (Microsoft's updated DNS server preallocates 2,500 UDP ports resulting 

    in 65ô536 * 2500 = 163ô840ô000 combinations)  
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Most root server operators are running hosts at multiple global locations  that are 

reachable via optimized anycast routing. 

 
 
 
 
 
 
 
 
 

 
 
 
 



9 

  

 
 
 
 
 
 
 
 
 

 
 
 
 

 
 



10 

Abbreviations: 

KSK         Key Signing Key 

ZSK          Zone Signing Key 

DNSKEY  DNS Public Key Resource Record 

DS            Delegation Signer Resource Record 

NS            Name Server Resource Record 

A              Address Resource Record 

 

Key and Signature Strength 

 Å KSK:  usually 2048 bit RSA key with a validity of 2-5 years 

 Å ZSK:  usually 1024 bit RSA key with a validity of 90 days 

 Å Hash algorithm for signature:  SHA-1 with tendency towards SHA-256 

 Å Validity of signature:  15-30 days 
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DNSSEC Standards 

 Å RFC 4033  DNS Security Introduction and Requirements 

 Å RFC 4034  Resource Records for the DNS Security Extensions 

 Å RFC 4035  Protocol Modifications for the DNS Security Extensions 

 Å RFC 4641  DNSSEC Operational Practices 

 Å RFC 5155  DNSSEC Hashed Authenticated Denial of Existence 

 Å RFC 5702  Use of SHA-2 Algorithms with RSA in DNSKEY and RRSIG 

                      Resource Records for DNSSEC 

 

 
 
 
 
 
 
 
 
 
 


