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7    Secure Email 

7.1 S/MIME 

     Å Multipurpose Internet Mail Extension (MIME) 

     Å Signed message format I ï application/pkcs7-signature 

     Å PKCS#7 cryptographic message syntax standard 

     Å Signed message with multiple signatures 

     Å Signed message format II ï application/pkcs7-mime 

     Å Encrypted message format ï application/pkcs7-mime 

     Å Envelope using symmetric encryption (hybrid encryption method) 

     Å Signed and encrypted messages 

     Å Configuration of Microsoft Outlook 2007 and Mozilla Thunderbird mail clients 
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MIME - Multipurpose Internet Mail Extensions 

 Å RFC 822 defines an e-mail message representation protocol which specifies 

   considerable detail about message headers, but which leaves the message 

   content, or message body, as flat 7-bit ASCII text. 

 Å RFC 1521 redefines the format of message bodies to allow multi-part textual 

   and non-textual message bodies to be represented and exchanged without 

   loss of information. 

 Å In particular, RFC 1521 is designed to provide facilities to include multiple 

   objects in a single message, to represent body text in character sets other than 

   US-ASCII, to represent formatted multi-font text messages, to represent 

   non-textual material such as images, video and audio fragments, and generally 

   to facilitate later extensions defining new types of Internet mail for use by 

   cooperating mail agents. 

 Å A MIME enhanced e-mail starts with a MIME header field designating the 

   used version which currently is still MIME-Version: 1.0.  

 Å The Content-Type header field gives the type ofa MIME attachement. Defined 

   are the MIME types ñtextñ, ñmultipartñ, ñapplicationñ, ñmessageñ, ñimageñ, 

   ñvideoñ, and ñaudioñ, further subdivided into innumerous MIME subtypes. 

 Å The Content-Transfer-Encoding header field can have the values ñ7bitñ, ñ8bitñ, 

    ñbinaryñ, ñbase64ñ, ñquoted-printableñ and ñcase-insensitiveñ, with ñ7bitñ 

   being the default encoding. 

 Å In the case of a multi-part entity, a "multipart" Content-Type field must appear in 

   the entity's header. The body must then contain one or more "body parts," each 

   preceded by an encapsulation boundary, and the last one followed by a closing 

   boundary. Each part starts with an encapsulation boundary, and then contains a 

   body part consisting of header area, a blank line, and a body area. 

 

Source:  RFC 1521, MIME (Multipurpose Internet Mail Extensions) Part One    
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Signed Message as a MIME multi-part entity 

 Å A signed message according to the S/MIME standard as defined by RFCs 1847 

   and 2311, is a multi-part entity of subtype multipart/signed, containing two body 

   parts, namely 

   (1)  the content to be signed in regular MIME format 

   (2)  a digital signature computed over the content part (1) and contained in 

         a binary, base64 transfer-encoded PKCS#7 data structure of MIME 

         subtype application/pkcs7-signature or application/x-pkcs7-signature. 

   Parts (1) and (2) are separated by a common boundary string Ăboundary1ñ. 

 Å The multipart/signed format has the advantage that a mail client or any other 

    e-mail application that does not support S/MIME can still read the message 

    part (1) even if it wonót be able to interpret the signature part (2). 

 Å RFC 2311 recommends to add a Content-Disposition header field in the 

    signature part (2), defining a filename with the extension ñ*.p7sñ which is usually 

    set to the default filename ñsmime.p7sñ. Older, non S/MIME-aware mail 

    gateways might set the content-type Ăapplication/pkcs7-signatureñ of the 

    signature part to the general  ñapplication/octet-streamñ content type. The file 

    extension defined in the content disposition field will then still allow the 

    S/MIME client at the receiving end to recognize the binary attachment as a 

    PKCS#7 signature. 
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Signature over Multi-part Messages 

 Å Since the MIME standard explicitly supports recursively-defined multi-part 

   entities, a signature can be computed e.g. over a multipart/mixed document 

   containing several attachments, separated by a boundary string Ăboundary2ñ 

   that must be distinct from the boundary string Ăboundary1ñ encapsulating 

   the two upper-level multipart/signed body parts. 

 Å As we will see in a moment, a S/MIME digital signature consists of a hash-value 

   computed over the content part (1) that gets encrypted with the private key of the 

   sender. Therefore it is of utmost importance that the content part (1) is not 

   changed in any minor way by mail transfer agents along the way. 

   This means that 

   - MIME parts containing non US-ASCII characters like e.g. óªó, óºó, ó¿ó which 

     cannot be represented by the default ñ 7bitñ transfer-encoding should be 

     transfer-encoded either as ñbase64ñ or as ñquoted-printableñ, but never as 

     ñ 8bitñ or ñbinaryñ, since still not all transmission links and mail-hops support 

     true 8-bit representations. Thus the transfer-encoding could get changed  

     someplace under way, leading to an invalid signature at the receiver. 

   - Signatures computed over multipart documents comprise any MIME header 

     fields and encapsulation boundaries defined recursively within the content 

     body part (1). So if a mail transfer agent parses the individual parts of a 

     signed multi-part document and sends them out to the next mail hop in 

     a different order or even exchanges the order of multiple header fields 

     (e.g. ñ Content-Transfer-Encoding ñ and ñ Content-Disposition ñ),  then 

     of course an invalid signature will result. 
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PKCS #7 SignedData Object 

 Å The application/pkcs7-signature part of a signed message contains a binary 

    ASN.1 sequence object of type SignedData. It contains the following fields: 

   - version : currently set to 1 

   - digestAlgorithms : collection of message-digest algorithm identifiers (OIDs). 

     Each element identifies the message-digest algorithm under which the content 

     is hashed for some signer. Allows one-pass signature verification. 
   - contentInfo : For the multipart/signed S/MIME format this field is empty since 

     the content is carried in a separate MIME part. For the alternative signing format 

     application/pkcs7-mime with parameter signed-data, the message to be signed 

     is contained as an opaque octet string in the contentInfo field. 
   - certificates : This optional field usually contains the user certificates of all the 

     signers. Additionally it could contain certificates forming the trust chain up to 

     the root CA(s). 
   - crls : As an option any number of certificate revocation lists (CRLs) could be 

     added. 
   - signerInfos : This is a set of SignerInfo objects, containing the signer 

     information and the digital signature of one or several signers. 

PKCS#7 SignerInfo Object 

 Å The SignerInfo type is an ASN.1 sequence containing the following fields 

   - version : currently set to 1 

   - issuerAndSerialNumber : Specifies the signerós certificate by issuer 

     distinguished name and issuer-specific serial number. 
   - digestAlgorithm : Identifies the message-digest under which the content and 

      authenticated attributes (if present) are hashed. 
   - authenticatedAttributes : optional authenticated attributes  

   - digestEncryptionAlgorithm  ï specifies the encryption algorithm 

   - encryptedDigest : Message digest encrypted with the signerós private key 

   - unauthenticatedAttributes : optional unauthenticated attributes 

         



8 

Multiple Signatures 

 Å The signerInfos set structure allows to put multiple signatures on a MIME 

   single-part or multi-part document.  
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 Signed Message as a MIME single-part entity 

 Å An alternative signing format specified by RFC 2311 carries the MIME content 

   to be signed in the opaque ContentInfo field of a PKCS#7 SignedData object. 

 Å The PKCS#7 SignedData structure is carried in a single-part MIME entity of 

    content type application/pkcs7-mime or application/x-pkcs7-mime. 

 
 
 
 
 
 
 
 
 
 
 


