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AStructure of an X.509 certificate
A X .DstnQuished Name and X.509v3 subjectAlternativeName
AcCertificate formats (DER, PEM, PKCS #12)

6.2 Certificate Authorities

APGP web of trust vs. X.509 hierarchical trust chain
AcCertificate registration
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ATrustedroot certification authorities
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A S oepificate enroliment protocol (SCEP)
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X.

509 Certificate Structure

tbsCertificate
version (usually v3)
serialNumber
signature*
issuer
validity
subject
subjectPublicKeyInfo

issuerUniqueID OPTIONAL
subjectUniquelID OPTIONAL
OPTIONAL

extensions
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—'| Hash Function* I

Hash / Fingerprint

signatureAlgorithm* I

signature I:

* specifies algorithm used to sign certificate, e.g. sha256withRSA

Encryption with

Issuer's Private Key*
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Structure of an X.509 Certificate
AAn X.509v3 certificate consists of three parts:

A A certificate body containing

A a version number (currently v3, v2 and v1 are

A a unique serial number assigned by the respons

A a declaration of the signature algorithm to be

A the distinguished name of the CA that issued a

A the validity period (not valid before / not va

A the subject (user) distinguished name

A the public key of the subject (user)

A any number of optional v2 or v3 extensions, so
A A definition of the signature algorithm used by
A The signature guaranteeing the authenticity of

hashed certificate body encrypted by the CAG6s pri

C

I
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OpenSSL | RDN Microsoft | Example
C Country C C= DE
ST State or Province S ST= NRW
L Locality or Town L L= Essen
0 Organisation 0 0= Kool AG
ouU Organisational Unit ou 0OU= Marketing
CN Common Name CN CN= Antje Huber
G Given Name G G= Antje
S Surname SN S = Huber
Email (deprecated) E = antje@kool.net

® The subject and issuer certificate fields both contain a DN.
® A DN consists of a variable number of Relative DNs (RDNs).

® Use of special characters (g, 6, U, @, #, etc.) in a DN might lead
to interoperability problems due to ambiguous ASN.1 encoding.
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subjectAltName type | OpenSSL notation IPsec ID type
ipAddress IP:11.22.33.44 ID_IPV4 ADDR
dnsName DNS:gateway.kool.net ID_FQDN
rfcB822Name email:antje@kool.net ID_USER_FQDN

® A X.509v3 certificate extension can contain an unlimited number
of subjectAltNames. Example in OpenSSL notation:

subjectAl tName=DNS:gateway.kool.net ,IP:11.22.33.44

subjectAltName=email:antje@kool.net,email:antjelkool.de

® Email addresses should be coded as subjectAltNames of type
rfc822Name (Thunderbird and Outlook mail readers support this).
The use of email RDNs in the subject DN is strongly deprecated.
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® Binary DER Format (*.der, *.cer)
0x30 0xB2 0x04 Oxbl 0x30 0xB2 0x03 0x99

6£ﬁc 0x0D 0x34 0xD6 0x0C
® Base64 PEM Format (*.pem, *.crt, *.cer)

MIIEsSTCCASmgAwIBAGIBITANBgkghkiGIwOBAQQFA
3A001gw=
————— END CERTIFICATE-----
* Via a lookup table 3 binary-encoded DER bytes are converted into

4 base64-encoded PEM bytes, thus increasing the certificate file
size by about 30%.

® PKCS #12 Transport Container (*.p12, *.pfx)
® Private Key
® User or Host Certificate
® Root CA certificate plus any Intermediate CA certificate in the chain.
*

In order to protect the private key, the PKCS#12 file is symmetrically
encrypted by means of a secret passphrase.
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PGP Web of Trust B e

Alice I Trust Bob
< rus >
Signed by Bob I Signed by Alice I
Certificate Signed by Dave I

Can Carol trust Alice ? Trust

Carol I n > Dave I
Trust

Signed by Dave I Signed by Bob I

Certificate Signed by Carol I
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Web of Trust

AOne possible method of establ i swebofgrustrust in a us
approach employed by the popular Pretty Good Privacy (PGP) mail encryption and
authentication package. It is typical for closely-knit communities like e.g. people
working on a large software project or special interest groups that a personal link can
be established between any two people in the community using a relatively small
number of Ahopsfi on the basis of common friends.

Can Carol trust Alice ?

A can Carol trust Alice if she has never met her |
has a good friend called Bob, who works together with Dave, who in turn is a friend of

Carol 6s. So using three Ahopsfi a |ink between Car
How is the AWeb of TrustfA principle applied to put
A Il'n a web of trust every participant asks her fr]
user certificate containing the user ID (e.g. an e-mail address) and the public key.

A So when Car ohairlec=®iiyresd almy eAl ice, she gets Al i ce
public directory and sees that it has been signed
certificate and sees that it has been signed by D

certificate and sees that she herself has signed
now been completed and trust has been established.

Scalability of the Web of Trust

A As mentioned above, a web of trust approach is
user communities. The method does not scale very well when millions of people must
be authenticated. The average number of hops rises and with them the number of
certificate look-up. Also the longer a trust chain gets, the less trustworthy it becomes.

Doné6t trust authorities!

A The big advantage of a web of trust among peers
required that could become corrupted,.



TrUSt MOdelS II - !:!C?SE\UL[FUR TECHNIK
Trust Hierarchy with Certification Authorities .

RAPPERSWIL

FHO Fachhochschule Ostschweiz

Verisign HSR CA

Root CA
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Hierarchical Trust Chains

AAt the moment it looks like if a second trust model based on certification authorities
and hierarchical trust chains is going to establish itself for large scale certificate
usage and deployment.

Root Certification Authorities - Root CA

A At the top of the hierachical trust chain are
are well known and which intrinsically must be trusted. Each Root CA publishes a
Certifcate Practice Statement (CPS) defining on what policies user or server
certificates are issued, how they are managed and how they can be revoked.

A Ex amp| esowmRoot®Aslare Verisign, RSA, Baltimore, Entrust, Thawte,
Deutsche Telekom.

Intermediate Certification Authorities - Intermediate CA

A Root CAs can directly issue user certificates.

private individuals who apply directly for a certificate.

A For |l arge or medium organisations it is much
authority of their own, so that they can issue and revoke certificates for their staff
themselves. The certificate of this so called Intermediate Certification Authority
which is used to sign staff certificates, is in turn issued and signed by a generally
trusted Root CA.

A I'n principle an arbitrary number of hierarchy
usually there are not more than two or three hops from a user certificate to root CA
certificate at the top of the trust chain.

mo |

|



Certificate Registration Process

® (Certification Authority (CA)

® signs and issues the user certificate based
on the user's certificate request and
the clearance provided by the RA.

® Registration Authority (RA)

¢ verifies the certificate request against the
user's identity based on official documents
(ID or passport) and personal appearance.

® User

* Generates an RSA key pair and sends the
public key embedded in a certificate
request (CR) either to an intermediate RA
or directly to the CA.

HSR

HOCHSCHULE FUR TECHNIK

. . RAPPERSWIL

CA Key
on|— O

Antje

oK

FHO Fachhochschule Ostschweiz

Antje  #7

CA 0"

10



. W HSR
Certificate Classes W e

® (Class 0
* Demo certificates for testing. No authentication whatever required.
Usually expire after 30 days.
Class 1
® Ascertain that a given e-mail address exists and that the owner of
the respective public key has access to it. Low-level identity check.
Class 2

® Designed for companies and thus a personal identification is not
necessary. A copy of proof of the register of companies to establish
persons authorised to sign and a written request will suffice.

Class 3

* Apart from the verification of the e-mail address also a personal
identification of a person on the basis of an ID or passport required.
For companies, personal presence of authorized person required.

Class 4

¢ Identification process must take place at the site of an official
registration authority (state or community office)
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