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Entscheidend fir die Wahrscheinlichkeit angegriffen zu werden, ist unter anderem
die Dauer der nicht korrigierten Verletzlichkeit. Man muss heute die Lécher einfach
schneller stopfen kdnnen, als sie potenzielle Angreifer ausnutzen kénnen.

Diese Aufgaben kann aber einen wesentlichen Anteil der Arbeitszeit der
Systemadministratoren ausmachen. In einer Organisation mit 50 Windows-Servern
im Netz wird gegenwartig rund 50% der betrieblichen Aufwéande fiir Patching
eingesetzt (obwohl die Ablaufe schon hoch automatisiert sind).
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Footprinting (gather target information)
=» names, addresses, system types, ...
Fingerprinting (identify topologies & systems)
= network layout, operating systems, services
Sniffing (collect network traffic)
= addresses, names, information (passwords, ...)

Enumeration (collect access information)
=> list of user accounts, share names, ...

passive
or
active

Information Gathering

¥
Scanning (detect systems and services)
=» response from network stack, applications, ...

:

Gain Access (use passwords, vulnerabilities)
=> access to accounts, resources, ...

4

Escalate privileges (pilfering, vulnerab.) | ..... >
=> admin, root access, ...
¥
Create Backdoors (install programs)
=> batch jobs, remote control, services, sniffers, ...

= read,

= write,
make unavailabl

.

¥
Cover Tracks (clear logs, hide tools)
= no traces (root kits)
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Stuart McClI
Net work Security Secrets and Sol
werden verschieden Aktivit2ten i
Hier sind davon abgeleitet folgende Hauptphasen unterschieden:

Anformationsbeschaffungsphase (Festlegung des Angriffsziels und versuchen
maoglichst viel Information lber das Ziel herauszufinden)

Augriffsphase (Zugang zu Systemen und Diensten erhalten)

ANutzungsphase (Installation von Programmen, welche beispielsweise spéateren
Zugang ermdoglichen, fur Sniffing-Aufgaben oder fur Denial-of-Service Angriffe
genutzt werden kdnnen)
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(weniger bekannte Englische Begriffe: Enumeration = Aufzahlung; Pilfering =
stibitzen, mausern, Diebstahle durch Angestellte)
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1.7 Information Gathering
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® Identify locations, domain names, IP address ranges, e-mail
addresses, dial-in phone numbers, systems used, administrator
names, network topology.

® Using public information.
® Without network connection to the target.
® Without physical connection to the target.
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® General search engines (Google, Yahoo, ...)
* Web search
® News Group search

® “Who is" service

® Domain Name service (nslookup)

® Vulnerability Data Bases

® Special "Hacker Sites”

® Social Media (Facebook, Google+, LinkedIn, Xing, ...)
® Chats and Fora

® Instant Messaging sessions
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firo find a vulnerable Webserverd one t hat hasndt been properly
latest updatesd a hacker simply searches for some unique text strings, images, or
other content that characterizes the default content on Web server installations.

For example, to find vulnerable Windows NT machines with default installations of

1S, some years ago a hacker could search on
to see some examples of the content you can publish with Microsoft Internet

I nformation Serveré .0 There was a high proba
to several out-of-the-box | 1'S installations. Analogously,
to test the proper operation of the Apache We
which characterized a default Apache installa
[Julio César Hernandez, José Maria Sierra, Arturo Ribagorda, Benjamin Ramos,

Carlos 111l University, Madrid ASearch Engines

Computer, October 2001, p. 27]
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® Describes a non-technical kind of intrusion that relies heavily
on human interaction and often involves tricking other people
to break normal security procedures.

® Probably the most powerful tool
® See Kevin D. Mitnick’s book THE ART 0
“Th f jon: C lling th
HzniaﬁrtE?en?:rfte g?ggcur(i)tr:/t”r PRgHE D E c E PT| U N

John Wiley & Sons, October 2002

KEVIN D. MITNICK

L TTA, 23.09.20011 1.6-HackingCycle.pptx 8

In computer security, social engineering is a term that describes a hon-technical
kind of intrusion that relies heavily on human interaction and often involves tricking
other people to break normal security procedures. A social engineer runs what used
to be called a "con game". For example, a person using social engineering to break
into a computer network would try to gain the confidence of someone who is
authorized to access the network in order to get them to reveal information that
compromises the network's security. They might call the authorized employee with
some kind of urgent problem; social engineers often rely on the natural helpfulness
of people as well as on their weaknesses. Appeal to vanity, appeal to authority, and
old-fashioned eavesdropping are typical social engineering techniques. Another
aspect of social engineering relies on people's inability to keep up with a culture that
relies heavily on information technology. Social engineers rely on the fact that
people are not aware of the value of the information they possess and are careless
about protecting it. Frequently, social engineers will search dumpsters for valuable
information, memorize access codes by looking over someone's shoulder (shoulder
surfing), or take advantage of people's natural inclination to choose passwords that
are meaningful to them but can be easily gues
name). Security experts propose that as our culture becomes more dependent on
information, social engineering will remain the greatest threat to any security
system. Prevention includes educating people about the value of information,
training them to protect it, and increasing people's awareness of how social
engineers operate.
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® Network Topology

¢ Identify network topology with network connection or (physical)
access to the target.

e Methods: ping, traceroute (tracert on Windows systems)
® Tools: fping, nmap, SuperScan

® Qperating System
¢ Identify operating system (type, version, patch level) with network
connection or (physical) access to the target.
e Methods: banners, TCP/IP stack fingerprinting, SNMP
® Tools: nmap, queso

® Services

¢ Identify services (active hosts and ports) with network connection
or (physical access to the target).

® Tools: netcat, nmap, LanGuard, SuperScan
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Network scanning is a procedure for identifying active hosts on a network, either for
the purpose of attacking them or for network security assessment. Scanning
procedures, such as ping sweeps and port scans, return information about which IP
addresses map to live hosts that are active on the Internet and what services they
offer. Another scanning method, inverse mapping, returns information about what IP
addresses do not map to live hosts; this enables an attacker to make assumptions
about viable addresses.

In the scanning phase, the attacker finds information about the specific IP
addresses that can be accessed over the Internet, their operating systems, the
system architecture, and the services running on each computer.

Source: http://searchsecurity.techtarget.com

The port scanner tool nmap has "stealth scanning" capabilities, designed to avoid
notice by Intrusion Detection systems. When these are used, nmap generates

several types of unusual I P packets (e.

packets, etc.), and unusual sequences of packets (e.g. TCP connection setup with a
SYN packet immediately followed by RST). Nmap is widely available
(http://www.insecure.org/nmap). Built-in functionality in nmap allows it to be used to
target large numbers of systems simultaneously.

g.

u
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> ftp ftp.netscape.com

Trying 207.200.74.26

Connected to ftp.netscape.com.

Escape character is '~]"'.

220 ftp29 FTP server (UNIX(r) System V Release 4.0) ready.
SYST

215 UNIX Type: L8 Version: SUNOS

> telnet hpux.u-aizu.ac.]jp

Trying 163.143.103.12

Connected to hpux.u-aizu.ac.]jp.
Escape character is '~]"',.

HP-UX hpux B.10.01 A 9000/715 (ttyp2)
login:
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® (OS use different default parameters
¢ Initial TTL value, sequence number, window size
e ACK value may be SEQ or SEQ+1
® "Don't fragement bit” set
¢ Type of Service
¢ Window size

® (S respond specifically to certain probes

¢ Target should not respond to a FIN probe — Win NT responds with
FIN/ACK

¢ handling of overlapping IP fragments
¢ ICMP response
. aun
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Massive fingerprinting: Passive fingerprinting is based on sniffer traces from the remote
system. Instead of actively querying the remote system, all you need to do is capture packets
sent from the remote system. Based on the sniffer traces of these packets, you can
determine the operating system of the remote host. Just like in active fingerprinting, passive
fingerprinting is based on the principle that every operating system's IP stack has its own
idiosyncrasies. By analyzing sniffer traces and identifying these differences, you may be able
determine the operating system of the remote host. There are four TCP areas that we will
look at to determine the operating system (however there are other signatures that can be
used). These TCP signatures are:

ATL - What the operating system sets the Time To Live on the outbound packet
Awvindow Size - What the operating system sets the Window Size at.

/DF - Does the operating system set the Don't Fragment bit.

ATOS - Does the operating system set the Type of Service, and if so, at what.

[ see AKnow Your Enemy :-I|déntfgng iemote hésts,wigheut p r i

them knowing Honeynet Project, http://project.honeynet.org/]

Auctive fingerprinting: Specifically, each operating system responds differently to a variety
of malformed packets. All one has to do is build a database on how different operating
systems respond to different packets. Then, to determine the operating system of a remote
host, send it a variety of malformed packets, determine how it responds, then compare these
responses to a database. A nice description from the nmap-Author can be found at: Das
Erkennen von Betriebssystemen mittels TCP/IP Stack FingerPrinting, von Fyodor
<fyodor@insecure.org> (www.insecure.org), http://www.insecure.org/nmap/nmap-
fingerprinting-article-de.html [Deutsche Ubersetzung von Stefan Maly <stefan@maly.de>]
ICMP signatures are for example: Microsoft ICMP REQUEST payloads contain the alphabet,
while most Unix systems, such as Solaris or Linux, ICMP REQUEST payloads have
numbers and symbols.
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® Goal: get root privileges and hide programs
¢ Hide intruder’s processes (pwdlogger.exe, backdoor.exe, etc...)

¢ Hide registry keys responsible for starting intruder’s tools after system
reboot

e Sometimes to hide some files (intruder’s tools)

® Types
® User-mode

Function hooking or patching of commonly used APIs, for example, to
mask a running process or file that resides on a filesystem

® Kernel-mode
Adds code or replaces portions of the core operating system, including
both the kernel and associated device drivers.

® Bootkits
¢ Hypervisor Level
e Hardware/Firmwire
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Ein Rootkit ist eine Sammlung von Softwarewerkzeugen, die nach dem Einbruch in
ein Computersystems auf dem kompromittierten System installiert wird, um
zukiinftige Logins des Eindringlings zu verbergen, Prozesse zu verstecken und
Daten mitzuschneiden.

Der Name Rootkit entstand aus der Tatsache, dass die ersten Sammlungen von
Unix-Tools zu oben genannten Zwecken aus modifizierten Versionen der
Programme ps, netstat, passwd usw. bestanden, die dann jede Spur des
Angreifers, die sie normalerweise zeigen wirden, verbargen, und es dem Angreifer
so ermdglichten, mit den Rechten des Systemadministrators root zu agieren, ohne
dass der wirkliche Administrator dies bemerken konnte.

Rootkits, die modifizierte Programme einsetzen, um sich selbst zu verbergen, sind
jedoch relativ einfach durch den Vergleich der Priifsummen der Programmdateien
aufzuspuren. Die LKM-Rootkits hingegen verbergen sich, indem sie spezielle
Programmteile in den Betriebssystem-Kernel als nachladbare Kernel-Module
installieren (LKM steht fir engl. loadable kernel module), und einige Funktionen des
Betriebssystems ersetzen.

Der Begriff ist heute nicht mehr allein auf Unix-basierte Betriebssysteme
beschrankt, da es inzwischen Tools gibt, die &hnliche Funktionalitat auch fur Nicht-
Unix-Systeme bieten, obwohl diese nattirlich keinen root-Account haben

Sources: http://en.wikipedia.org/wiki/Rootkit
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1.8 Integrated Tools
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Nmap ("Network Mapper") is a free and open source utility for network exploration
or security auditing. Many systems and network administrators also find it useful for
tasks such as network inventory, managing service upgrade schedules, and
monitoring host or service uptime.

Nmap uses raw IP packets in novel ways to determine what hosts are available on
the network, what services (application name and version) those hosts are offering,
what operating systems (and OS versions) they are running, what type of packet
filters/firewalls are in use, and dozens of other characteristics. It was designed to
rapidly scan large networks, but works fine against single hosts.

Nmap runs on all major computer operating systems, and official binary packages
are available for Linux, Windows, and Mac OS X. In addition to the classic
command-line Nmap executable, the Nmap suite includes an advanced GUI and
results viewer (Zenmap), a flexible data transfer, redirection, and debugging tool
(Ncat), a utility for comparing scan results (Ndiff), and a packet generation and
response analysis tool (Nping).

http://nmap.org/
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