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1.6 The Hacking Cycle 

      Å Anatomy of a Hack (Footprinting, Scanning, Exploitation, Damage) 

1.7 Information Gathering 

      Å Footprinting 

      Å Information Search 

      Å Social Engineering 

      Å Fingerprinting (Scanning) 

      Å Banner 

      Å TCP/IP-Stack Fingerprinting 

      Å Rootkits 

1.8 Integrated Tools 

      Å Nmap 

      Å Nessus 

      Å LanGuard 

      Å Cain & Abel 

1.9 Cybercrime Convention 

      Å  Cybercrime Convention tritt am 1. Januar 2012 in der Schweiz in Kraft. 
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Entscheidend für die Wahrscheinlichkeit angegriffen zu werden, ist unter anderem 

die Dauer der nicht korrigierten Verletzlichkeit. Man muss heute die Löcher einfach 

schneller stopfen können, als sie potenzielle Angreifer ausnützen können. 

Diese Aufgaben kann aber einen wesentlichen Anteil der Arbeitszeit der 

Systemadministratoren ausmachen. In einer Organisation mit 50  Windows-Servern 

im Netz wird gegenwärtig rund 50% der betrieblichen Aufwände für Patching 

eingesetzt (obwohl die Abläufe  schon hoch automatisiert sind). 
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Im Buch von  Stuart McClure, Joel Scambray, George Kurtz, ĂHacking Exposed ï 

Network Security Secrets and Solutionsñ, 5th Edition, Osborne / McGraw-Hill, 2005  

werden verschieden Aktivitªten im Rahmen eines ĂHacker Angriffsñ unterschieden.  

Hier sind davon abgeleitet folgende Hauptphasen unterschieden:  

ÅInformationsbeschaffungsphase (Festlegung des Angriffsziels und versuchen 

möglichst viel Information über das Ziel herauszufinden) 

ÅZugriffsphase (Zugang zu Systemen und Diensten erhalten) 

ÅNutzungsphase (Installation von Programmen, welche beispielsweise späteren 

Zugang ermöglichen, für Sniffing-Aufgaben oder für Denial-of-Service Angriffe 

genutzt werden können) 

ÅSpuren-ñVerwischphaseñ (verhindern dass man herausfinden kann, woher der 

Angriff stammte) 

 

(weniger bekannte Englische Begriffe: Enumeration = Aufzählung; Pilfering = 

stibitzen, mausern, Diebstähle durch Angestellte) 
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ñTo find a vulnerable Web serverðone that hasnôt been properly configured with the 

latest updatesða hacker simply searches for some unique text strings, images, or 

other content that characterizes the default content on Web server installations.  

 

For example, to find vulnerable Windows NT machines with default installations of 

IIS, some years ago a hacker could search on Google for ñTry the hyperlinks above 

to see some examples of the content you can publish with Microsoft Internet 

Information Serveré .ò There was a high probability that the results contained links 

to several out-of-the-box IIS installations. Analogously, the string ñThis page is used 

to test the proper operation of the Apache Web server after it has been installedé,ò 

which characterized a default Apache installation.ò  

[Julio César Hernández, José María Sierra, Arturo Ribagorda, Benjamín Ramos, 

Carlos III University, Madrid ñSearch Engines as a Security Threatò, IEEE 

Computer, October 2001, p. 27] 
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In computer security, social engineering is a term that describes a non-technical 

kind of intrusion that relies heavily on human interaction and often involves tricking 

other people to break normal security procedures. A social engineer runs what used 

to be called a "con game". For example, a person using social engineering to break 

into a computer network would try to gain the confidence of someone who is 

authorized to access the network in order to get them to reveal information that 

compromises the network's security. They might call the authorized employee with 

some kind of urgent problem; social engineers often rely on the natural helpfulness 

of people as well as on their weaknesses. Appeal to vanity, appeal to authority, and 

old-fashioned eavesdropping are typical social engineering techniques. Another 

aspect of social engineering relies on people's inability to keep up with a culture that 

relies heavily on information technology. Social engineers rely on the fact that 

people are not aware of the value of the information they possess and are careless 

about protecting it. Frequently, social engineers will search dumpsters for valuable 

information, memorize access codes by looking over someone's shoulder (shoulder 

surfing), or take advantage of people's natural inclination to choose passwords that 

are meaningful to them but can be easily guessed (e.g. girlfriendôs name, car 

name). Security experts propose that as our culture becomes more dependent on 

information, social engineering will remain the greatest threat to any security 

system. Prevention includes educating people about the value of information, 

training them to protect it, and increasing people's awareness of how social 

engineers operate.  
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Network scanning is a procedure for identifying active hosts on a network, either for 

the purpose of attacking them or for network security assessment. Scanning 

procedures, such as ping sweeps and port scans, return information about which IP 

addresses map to live hosts that are active on the Internet and what services they 

offer. Another scanning method, inverse mapping, returns information about what IP 

addresses do not map to live hosts; this enables an attacker to make assumptions 

about viable addresses.  

 

In the scanning phase, the attacker finds information about the specific IP 

addresses that can be accessed over the Internet, their operating systems, the 

system architecture, and the services running on each computer.  

Source: http://searchsecurity.techtarget.com  

 

The port scanner tool nmap has "stealth scanning" capabilities, designed to avoid 

notice by Intrusion Detection systems. When these are used, nmap generates 

several types of unusual IP packets (e.g. unexpected FIN packets, ñChristmas Tree" 

packets, etc.), and unusual sequences of packets (e.g. TCP connection setup with a 

SYN packet immediately followed by RST). Nmap is widely available 

(http://www.insecure.org/nmap). Built-in functionality in nmap allows it to be used to 

target large numbers of systems simultaneously.  
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ÅPassive fingerprinting: Passive fingerprinting is based on sniffer traces from the remote 

system. Instead of actively querying the remote system, all you need to do is capture packets 

sent from the remote system. Based on the sniffer traces of these packets, you can 

determine the operating system of the remote host. Just like in active fingerprinting, passive 

fingerprinting is based on the principle that every operating system's IP stack has its own 

idiosyncrasies. By analyzing sniffer traces and identifying these differences, you may be able 

determine the operating system of the remote host. There are four TCP areas that we will 

look at to determine the operating system (however there are other signatures that can be 

used). These TCP signatures are:  

ÅTTL - What the operating system sets the Time To Live on the outbound packet  

ÅWindow Size - What the operating system sets the Window Size at.  

ÅDF - Does the operating system set the Don't Fragment bit.  

ÅTOS - Does the operating system set the Type of Service, and if so, at what.  

[see ĂKnow Your Enemy: Passive Fingerprinting - Identifying remote hosts, without 

them knowing Honeynet Project, http://project.honeynet.org/] 

 

ÅActive fingerprinting: Specifically, each operating system responds differently to a variety 

of malformed packets. All one has to do is build a database on how different operating 

systems respond to different packets. Then, to determine the operating system of a remote 

host, send it a variety of malformed packets, determine how it responds, then compare these 

responses to a database. A nice description from the nmap-Author can be found at: Das 

Erkennen von Betriebssystemen mittels TCP/IP Stack FingerPrinting, von Fyodor 

<fyodor@insecure.org> (www.insecure.org), http://www.insecure.org/nmap/nmap-

fingerprinting-article-de.html [Deutsche Übersetzung von Stefan Maly <stefan@maly.de>] 

ICMP signatures are for example: Microsoft ICMP REQUEST payloads contain the alphabet, 

while most Unix systems, such as Solaris or Linux, ICMP REQUEST payloads have 

numbers and symbols.  

 

mailto:project@honeynet.org?Subject=Passive Fingerprinting
http://project.honeynet.org/
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Ein Rootkit ist eine Sammlung von Softwarewerkzeugen, die nach dem Einbruch in 

ein Computersystems auf dem kompromittierten System installiert wird, um 

zukünftige Logins des Eindringlings zu verbergen, Prozesse zu verstecken und 

Daten mitzuschneiden. 

Der Name Rootkit entstand aus der Tatsache, dass die ersten Sammlungen von 

Unix-Tools zu oben genannten Zwecken aus modifizierten Versionen der 

Programme ps, netstat, passwd usw. bestanden, die dann jede Spur des 

Angreifers, die sie normalerweise zeigen würden, verbargen, und es dem Angreifer 

so ermöglichten, mit den Rechten des Systemadministrators root zu agieren, ohne 

dass der wirkliche Administrator dies bemerken konnte. 

Rootkits, die modifizierte Programme einsetzen, um sich selbst zu verbergen, sind 

jedoch relativ einfach durch den Vergleich der Prüfsummen der Programmdateien 

aufzuspüren. Die LKM-Rootkits hingegen verbergen sich, indem sie spezielle 

Programmteile in den Betriebssystem-Kernel als nachladbare Kernel-Module 

installieren (LKM steht für engl. loadable kernel module), und einige Funktionen des 

Betriebssystems ersetzen. 

Der Begriff ist heute nicht mehr allein auf Unix-basierte Betriebssysteme 

beschränkt, da es inzwischen Tools gibt, die ähnliche Funktionalität auch für Nicht-

Unix-Systeme bieten, obwohl diese natürlich keinen root-Account haben 

 

Sources: http://en.wikipedia.org/wiki/Rootkit 

 



13 

    



14 

Nmap ("Network Mapper") is a free and open source utility for network exploration 

or security auditing. Many systems and network administrators also find it useful for 

tasks such as network inventory, managing service upgrade schedules, and 

monitoring host or service uptime. 

Nmap uses raw IP packets in novel ways to determine what hosts are available on 

the network, what services (application name and version) those hosts are offering, 

what operating systems (and OS versions) they are running, what type of packet 

filters/firewalls are in use, and dozens of other characteristics. It was designed to 

rapidly scan large networks, but works fine against single hosts. 

Nmap runs on all major computer operating systems, and official binary packages 

are available for Linux, Windows, and Mac OS X. In addition to the classic 

command-line Nmap executable, the Nmap suite includes an advanced GUI and 

results viewer (Zenmap), a flexible data transfer, redirection, and debugging tool 

(Ncat), a utility for comparing scan results (Ndiff), and a packet generation and 

response analysis tool (Nping).  

http://nmap.org/ 


