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9 Virtual Private Networks

9     Virtual Private Networks
9.1  Point-to-Point Protocol (PPP)

• PPP-based remote access using dial-in
• PPP encryption control protocol (ECP)
• PPP extensible authentication protocol (EAP)

9.2  Layer 2/3/4 VPNs
• Layer 2 tunneling protocol (L2TP) – compulsory mode / voluntary mode
• Layer 3 tunnel based on IPsec
• L2TP over IPsec
• Layer 4 tunnel based on SSL/TLS
• Layer 2/3/4 VPNs – Pros and cons

9.3  Multi-Protocol Label Switching
• MPLS-based virtual private networks, MPLS layer 2 shim header

9.4  IPsec Transport Mode
• IPsec authentication header (AH)
• IPsec encapsulating security payload (ESP)

9.5 IPsec Tunnel Mode
• IPsec-based virtual private networks
• IPsec encapsulating security payload (ESP)
• IPsec authentication header (AH)
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Layer 2 versus Layer 3 versus Layer 4

Application layer ssh, S/MIME, PGP, http digest

Transport layer SSL, TLS, WTLS

Network layer IPsec

Data Link layer PPTP, L2TP, MPLS
WEP (WLAN), A5 (GSM), Bluetooth

Physical layer Scrambling, Hopping,
Quantum Communications

Communication layers Security protocols
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Internet Security 1  (IntSec1)

9.1 Point-to-Point Protocol
(PPP)
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PPPPPP
PPP 

EncapsulationIP, IPXIP, IPX PayloadPayload

PSTN  (POTS / ISDN)
IP, IPXIP, IPX PayloadPayload

Private 
Network

Public Switched Telephone
Network

Remote Client Remote Access Server

• Authentication using PAP (password), CHAP (challenge/response), or the
Extensible Authentication Protocol (EAP) supporting e.g. token cards

• Optional PPP packet encryption (ECP) using preshared secrets
• Individual PPP packets are not authenticated
• The Link Control Protocol (LCP), as well as EAP and ECP are not protected !!

PPP–based Remote Access using Dial–In
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The PPP Encryption Control Protocol (ECP)

• The Encryption Control Protocol (ECP, RFC 1968) uses the same packet 
exchange mechanism as the Link Control Protocol (LCP, RFC 1661).

• ECP packets may not be exchanged until PPP has reached the Network-
Layer Protocol phase and should wait for an optional Authentication phase.

• Exactly one ECP packet is encapsulated in the PPP Information field,
where the PPP Protocol field indicates type 0x8053. 

• An encrypted packet is encapsulated in the PPP Information field, where 
the PPP Protocol field indicates type 0x0053 (Encrypted datagram). 

• Compression may also be negotiated using the Compression Control
Protocol (CCP, RFC 1962).

• ECP implementations should use the PPP Triple-DES Encryption Protocol
(3DESE, RFC 2420). DES-EDE3-CBC with a 168 bit key is used.

0x80530x8053 CodeCode IDID LengthLength ECP Options (algorithm, IV)ECP Options (algorithm, IV)

Seq. NrSeq. Nr0x00530x0053 CiphertextCiphertext
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The PPP Extensible Authentication Protocol (EAP)

• Some of the authentication types supported by EAP (RFC 2284):
1 Identity
4 MD5-Challenge
5 One-Time Password  (OTP, RFC 2289)
6 Generic Token Card
9 RSA Public Key Authentication 

13 EAP-TLS (RFC 2716, supported by Windows XP)
15 RSA Security SecurID EAP
17 EAP-Cisco Wireless
18 Nokia IP smart card authentication
23 UMTS Authentication and Key Argreement
24 EAP-3Com Wireless
25 PEAP  (Protected EAP, supported by Windows XP)
29 EAP-MSCHAP-V2 (supported by Windows XP)
35 EAP-Actiontec Wireless
36 Cogent Systems Biometrics Authentication EAP        

0xC2270xC227 CodeCode IDID LengthLength TypeType DataData

feurioCert.p12
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9.2 Layer 2/3/4 VPNs
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Layer 2 Tunneling Protocol (L2TP)

IP, IPXIP, IPX PayloadPayload

Private 
Network

Internet
IP

ISP NASRemote Client Network Access Server

PSTN

PPP 
over PSTNPPPPPP IP, IPXIP, IPX PayloadPayload

PSTN

Layer 2

IPIP UDP Port 1701 
over IPUDPUDP L2TPL2TP PPPPPP IP, IPXIP, IPX PayloadPayloadLayer 3

L2TPL2TP LNSLAC L2TP
TunnelPPPPPP IP, IPXIP, IPX PayloadPayload

Compulsory Mode
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Layer 2 Tunneling Protocol (L2TP)
Voluntary Mode

UDP Port 1701 
over IP

IPIP UDPUDP L2TPL2TP PPPPPP IP, IPXIP, IPX PayloadPayload

IP, IPXIP, IPX PayloadPayload

Private 
Network

Internet
IP

ISP NASRemote Client Network Access Server

PSTN

L2TPL2TP LNSLAC L2TP
TunnelPPPPPP IP, IPXIP, IPX PayloadPayload

Layer 2 Connection (Wire)

PPPPPP PPP 
over PSTNIPIP UDPUDP L2TPL2TP PPPPPP IP, IPXIP, IPX PayloadPayload

PSTN
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Layer 3 Tunnel based on IPSec

IPIP PayloadPayload

Private 
Network

Internet
IP

ISPVPN Client VPN Gateway

PSTN

IPsec
TunnelIPIP ESPESP IPIP PayloadPayload

PPPPPP

PSTN

IPIP ESPESP IPIP PayloadPayload
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L2TP over IPSec (RFC 3193) – Voluntary Mode

IPIP ESPESP IPSec
Transport ModeUDPUDP L2TPL2TP PPPPPP IP, IPXIP, IPX PayloadPayload

IP, IPXIP, IPX PayloadPayload

Private 
Network

Internet
IP

ISP NASRemote Client Network Access Server

PSTN

L2TPL2TP LNSLAC L2TP
TunnelPPPPPP IP, IPXIP, IPX PayloadPayload

Layer 2 Connection (Wire)

PPPPPP PPP 
over PSTNIPIP ESPESP UDPUDP L2TPL2TP PPPPPP IP, IPXIP, IPX PayloadPayload
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IPIP PayloadPayload

Private 
Network

Internet
IP

ISPSSL/TLS
Browser with Plugin

SSL/TLS Proxy Server

PSTN

PPPPPP IPIP

PSTN

TCP*TCP* SSLSSL IPIP PayloadPayload

SSL/TLS
TunnelIPIP TCP*TCP* SSLSSL IPIP PayloadPayload

Layer 4 Tunnel based on SSL/TLS

*OpenVPN uses SSL over UDP
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• Layer 2 – L2TP
Same login procedure as PPP (preshared secrets, RADIUS, etc.)
Same auxiliary information as with PPP (virtual IP, DNS/WINS servers) 
No strong security without IPsec, LCP can be cheated into establishing
no encryption. Non-authenticated L2TP packets prone to replay attacks.

• Layer 3 – IPSec
Cryptographically strong encryption and authentication of VPN tunnel
Can negotiate and enforce complex VPN access control policies
XAUTH and IKEv2-EAP authentication offer PPP-like features
Does not allow the tunneling of non-IP protocols (IPX, etc.)
Complex connection setup, PKI management overhead

• Layer 4 - TLS
Clientless and simple:  Internet Browser plus Java Applets or Plugin.
Cryptographically strong encryption and authentication of VPN tunnel
Access to certain applications need special plugin (still clientless?)

Layer 2/3/4 VPNs – Pros and Cons
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9.3 Multi-Protocol Label
Switching (MPLS)
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IP-Network of a Service Provider

MPLS based Virtual Private Networks

IPL A

IPL AL 1

IPL AL 3

IPL AL 5

IPL BIPL B

IPL BL 2

IPL BL 4

IPL BL 6

IPL A

User B

E1

E2

E3

E4

N1 N3

User A

User B

User A

Virtual Private Network (VPN) based on MPLS
• By prepending a user label LA in front of each IP packet the whole IP-traffic
from user A can be transported from ingress node E1 (e.g. home office) to
egress node E3 (e.g. company headquarters) without examining the IP headers
along the route. Even private network addresses (e.g. 10.x.x.x) could be
transported. 

• From hop to hop an outer switching label (L1, L3, L5) that defines the label
switched path is pushed onto the label stack at the beginning of a hop and 
popped again after the switching decision at the end of a hop.

• Labelling client traffic also allows efficient billing based on the number of
transmitted IP-packets. 
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MPLS Layer 2 Shim Header (RFC 3032)

20 Bits

Class of Service, 3 Bits

Bottom of Stack, 1 Bit

Time to Live, 8 Bits

Label CoS B TTL

4 Bytes

Shim Header
• The shim header is carried after the data link layer header (layer 2) and before

the IP header (layer 3).
Label
• Multiple encapsulations may exist, i.e. labels may be stacked to an arbitrary depth: 
• Stacking maintains identity of several streams when they are aggregated into a
single Label Switched Path (LSP)

• Labels are a generalization of ATM‘s concept of a dual hierarchy established by
VPCs and VCCs.

Class of Service
• The Class of Service (CoS) field is similar to the seldom used Type of Service

(TOS) field in the IP header. MPLS uses these experimental bits for QoS
purposes.

Time to Live
• The Time to Live (TTL) field takes over the function of the TTL field in the IP

header hidden by encapsulation.

Source:  Hans Weibel, ZHW Course „Kommunikationsnetze“,  May 2000
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9.4 IPsec Transport Mode
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Internet

IPsec – Transport Mode

194.230.203.86 160.85.128.3

IP connection

• IP datagrams should be authenticated
• IP datagrams should be encrypted
• IP datagrams should be both encrypted and authenticated

secure

Authenticity of IP connections
• In order to prevent IP spoofing and connection hijacking, as well as to secure the
content of IP datagrams against any unauthorized modifications, all IP datagrams
sent over the Internet should be authenticated.

Privacy of IP connections
• In order to guarantee privacy, all IP datagrams sent over the Internet should be
encrypted by employing strong cryptography.

Encryption and Authentication
• It is desirable to have both encryption and authentication applied to IP datagrams.
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IPsec – Transport Mode
IP Authentication Header (AH)

• IP protocol number for AH:  51
• Mutable fields: Type of Service (TOS), Fragment Offset, Flags, 

Time to Live (TTL), IP header checksum

Original
IP Header
Original

IP Header
TCP

Header
TCP

Header DataDataIPv4

Before applying AH

AH:  RFC 2402

After applying AH

IPv4

authenticated
except for mutable fields

Original
IP Header
Original

IP Header
AH

Header
AH

Header
TCP

Header
TCP

Header DataData

IP Authentication Header (AH)
• The IPsec AH Protocol is specified in RFC 2402.
• AH protects both IP header and IP payload against modifications by computing
a keyed message authentication code (MAC) over most octets of the IP datagram.

• Excluded from the cryptographic checksum are the following mutable header fields:
• Type of Service (TOS)
• Fragment Offset (always zero since AH is applied to non-fragmented packets, only)
• Flags 
• Time to Live (TTL)
• IP header checksum
The above header fields could possibly get modified by intermediate routers
en-route from source to destination.

• The secured checksum is transmitted in the AH header, together with an arbitrary
32 bit Secure Parameters Index (SPI) uniquely identifying the Security Association
and a  32 bit Sequence Number preventing replay attacks.

• The AH header has the structure of an IPv6 extension header but can also be
carried over IPv4.

• Not only TCP and UDP but any transport layer protocol can be protected by AH.
The Protocol field in the original IP header is set to the decimal value 51, 
designating the AH protocol and the Next Header field in the AH header carries
the original protocol number(e.g. 1 for ICMP, 6 for TCP, 17 for UDP), identifying
the transport layer payload carried in the IP datagram.
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IPsec – Transport Mode
IP Encapsulating Security Payload (ESP)

• IP protocol number for ESP:  50
• ESP authentication is optional
• With ESP authentication the IP header is not protected.

Original
IP Header
Original

IP Header
TCP

Header
TCP

Header DataDataIPv4

Before applying ESP

ESP:  RFC 2406

Original
IP Header
Original

IP Header
ESP

Header
ESP

HeaderIPv4

After applying ESP

encrypted
authenticated

TCP
Header
TCP

Header DataData ESP
Trailer
ESP

Trailer
ESP
Auth
ESP
Auth

IP Encapsulating Security Payload (ESP)
• The IPsec ESP Protocol is specified in RFC 2406.
• ESP encrypts the transport payload of the IP datagram using a strong symmetric
encryption algorithm (IDEA, 3DES, AES, etc.).

• An ESP trailer is appended prior to encryption in order to align the payload data
to a 4-byte boundary required by the ESP packet format. It may also be used
to adapt the plaintext size to the block size of the block cipher (e.g. 64 bits for 3DES).

• Since IP packets could get lost, the encrypted payload is usually preceded by an
initialization vector (IV) that is used by the receiver to initialize the block cipher
algorithm used for the decryption of each IP payload.

• The ESP header has the structure of an IPv6 extension header but can also be
carried over IPv4. Similar to the AH header it contains a 32 bit Secure Parameters
Index (SPI) and a 32 bit Sequence Number.

• Any transport layer protocol can be encapsulated by ESP. The Protocol field in
the original IP header is set to the decimal value 50, designating the ESP protocol
and the Next Header field in the ESP header carries the original protocol number
identifying the transport layer protocol carried in the encrypted IP payload.

• Optionally the ESP payload can be authenticated by computing a keyed message
digest over the body of the IP datagram and appending the MAC value as
authentication data at the end of the encrypted payload. The IP header is not
included in the checksum and therefore is not protected.

• In the case of an IPsec transport mode application where besides encryption also
the protection of the IP header is required, the ESP and AH protocols can be
cascaded by first encrypting the original IP payload using ESP and then authenticating
both the original IP header and the ESP payload using AH.
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9.5 IPsec Tunnel Mode
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Internet

IPsec – Tunnel Mode
Virtual Private Network  (VPN)

10.1.0.2

10.1.0.3

10.1.0.1

Subnet
10.1.0.0/16

10.2.0.2

10.2.0.3

10.2.0.1

Subnet
10.2.0.0/16

194.230.203.86

160.85.180.0

Security
Gateway

Security
Gateway

secure IP tunnel

Virtual Private Networks
• A Virtual Private Network (VPN) can be used by an enterprise to connect its subnets
or individual hosts located at various sites over shared public or semi-public
communication channels. Compared to dedicated leased lines a VPN solution can
offer significant cost savings without incurring any compromises regarding security
requirements.

• VPNs can be realised using the Layer 2 Tunneling Protocol (L2TP) defined by
the IETF or the now obsolete Point-to-Point Tunneling Protocol (PPTP).
Layer 2 tunnels are often transported over IP based networks using UDP as a
transport medium but emulating a link layer dial-in line from source to destination.  

• An elegant and increasingly popular VPN solution is based on layer 3 mechanisms
using secure IP tunnels based on the IPsec protocol suite.

IPsec Tunnels
• Two enterprise subnets can be securely connected with each other over the public
Internet using an encrypted and authenticated IPsec tunnel. IP packets from a host
on the local subnet to a host on the remote subnet are forwarded to the local Security
Gateway (SG) which in turn tunnels the IP packets to the Security Gateway on the
remote end of the IPsec tunnel where they are delivered to the destination host.
The hosts belonging to the subnets are not aware of any security mechanisms. For
them the Security Gateways have the function of simple routers.

• The encapsulation provided by the IPsec tunnels allows the use of private network
addresses (e.g. 10.0.1.0/24 in one subnet and 10.0.2.0/24 in the second subnet)
which are normally not routable over the Internet.
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IPsec Tunnel Mode using ESP

Original
IP Header
Original

IP Header
TCP

Header
TCP

Header DataDataIPv4

Before applying ESP

• IP protocol number for ESP:  50
• ESP authentication is optional but often used in place of AH
• Original IP Header is encrypted and therefore hidden

Outer
IP Header

Outer
IP Header

ESP
Header
ESP

HeaderIPv4

After applying ESP

encrypted
authenticated

Original
IP Header
Original

IP Header
TCP

Header
TCP

Header DataData ESP
Trailer
ESP

Trailer
ESP
Auth
ESP
Auth

Encapsulating Security
Payload (ESP):  RFC 2406
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ESP Header (Initial Header / Payload / Trailer)

encrypted

authenticated

After applying ESP

Security Parameters Index (SPI)

Anti-Replay Sequence Number

Payload Data (variable, including IV)

Padding (0-255 bytes)

Authentication Data (variable)

0 1 2 3 4  bytes

Next HeaderPad Length

ESP Overhead 3DES              AES
• SPI 4 4

• Sequence Number 4 4

• IV 8 16

• Padding (worst-case) 7 15

• Pad Length / Next Header 2 2

• Authentication Data 12 12

-- --

IPsec Transport Mode 37 53 bytes
• Outer IP Header 20 20

-- --

IPsec Tunnel Mode 57 73   bytes

MTU 1443 1427 bytes
==== ====

Usually Path MTU discovery based on "fragmentation needed" ICMP messages" 
automatically reduces the MTU from a standard LAN MTU of 1500 bytes down to
a payload data size that does not lead to fragmentation when the IPsec overhead is
added.



Andreas Steffen, 23.01.2006, 9-VPN.ppt 25

IPsec Tunnel Mode using AH

Original
IP Header
Original

IP Header
TCP

Header
TCP

Header DataDataIPv4

Before applying AH

• IP protocol number for AH:  51
• Mutable fields: Type of Service (TOS), Fragment Offset, Flags, 

Time to Live (TTL), IP header checksum
• ESP can be encapsulated in AH

Outer
IP Header

Outer
IP Header

AH 
Header
AH 

HeaderIPv4

After applying AH

authenticated

Original
IP Header
Original

IP Header
TCP

Header
TCP

Header DataData

Authentication Header
(AH):  RFC 2402


